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Cloud computing - smooth sailing, or uncharted
waters?
Cloud computing has been promoted as facilitating the move toward a more
flexible work place, enhancing efficiency and saving on costs. However, the very
flexibility and accessibility of cloud computing raises legal concerns involving
privacy, cross-border data flows, applicable law, security and access. Senior
Associate, Bill Fragos and Lawyer, Nicola Caon, discuss the challenges and
opportunities of this new technology.
Cloud computing
Cloud computing refers to large-scale,
internet-based data hosts which allow
individual users and businesses to rent
space and access their information
through a public data network, like the
internet, rather than their own data
centres. Data is stored in and delivered
from large server facilities located in any
region of the world. Providers of cloud
services include Amazon, Google and
Microsoft.

Cross-border data flows
Storing information with an external
provider means that an organisation will,
to a certain extent, lose direct control
over that information. In many instances,
a consumer of cloud services may not
know the country in which the provider
has placed their data.
Once data enters another country, it may
become subject to that country’s law.
This can create issues when a foreign
country’s law requires that information be
disclosed, whether for the purposes of an
investigation, litigation or otherwise.
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Most cloud computing agreements provide
that the organisation will not disclose
information to a third party unless required
by law. Legislation including the US Patriot
Act and the Homeland Security Act require
a cloud-service provider to disclose to US
authorities any and all information belonging
to companies with ‘sufficient connection’
to the US held anywhere in the world, or
where the cloud-server itself has connection
to the US. Whilst other jurisdictions have
similar legislation, these Acts are highlighted
given that most of the cloud computing
providers have a connection to the US.
US authorities are authorised to issue
national security letters for the surrender
of data and a warrant is not required. The
laws extend so far as to apply where non-US
cloud service providers operate data servers
in the US, and even where an Australian
provider with US connections, for example
a parent company, hosts data in Australia.
Therefore an organisation’s information
may be disclosed against its will and possibly
without its knowledge.
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Privacy
Foreign laws will have implications
for privacy. An individual who stores
data with a server may find that their
information is passed on without
their permission. In Australia, the new
Australian Privacy Principles will come
into effect with amendment to the
Privacy Act 1988 and will affect Australian
organisations possessing people’s personal
information.
When disclosing this information to
an organisation outside Australia, the
Australian agency must take reasonable
steps to ensure that the foreign
organisation does not breach the
Australian Privacy Principles. If reasonable
steps are not taken, a breach by the
foreign information-holder will be taken to
have been committed by the organisation
that exported the data. The principle
will not apply where the organisation is
subject to a foreign law that provides
similar protection to that under the Privacy
Act 1988, for example the European
Community Directive on data protection.
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To avoid breaching the Privacy Act,
terms should be included prohibiting the
transmission of data outside of Australia
without the user’s permission. However,
many cloud agreements allow a provider
to disclose information when required ‘by
law’ and it will be difficult in practise for
individuals or businesses to negotiate new
terms.
Safe-harbours
Another option may be to utilise what
are called ‘safe-harbours’. These are
“pockets” or “virtual locations” within a
jurisdiction which are subject to another
jurisdiction’s law. For example, there are
safe harbours in the US in which data is
stored according to EU privacy standards.
However, although this may prevent a
breach of the Privacy Act, the Patriot and
Homeland Acts can still override the EU
standards if the US government requires
it. It may be that a consumer of cloud
services may need to be selective about
the country in which its information is
stored and consider signing with those
providers that can guarantee information
will only be stored in a country whose
laws comply with Australia’s laws.

Security and access
The decentralisation of cloud-computing
produces weaker security systems that
are easier to access without authorisation
than those of standard, in-house
computing. Often cloud providers will
not guarantee that third parties cannot
hack into a user’s account. One solution
available is to encrypt data and in
almost all instances should be utilised.
With encryption, it is more difficult for
unauthorised access to occur, as the user
accesses the data via an algorithm which
unlocks the data. Information about the
provider’s security, for example the last
security audit performed, should also
be carefully scrutinised until users are
satisfied of their provider’s credentials to
prevent unauthorised third party access.
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Access to data will become a critical issue
if there is a problem with a provider’s
network connection. Such problems
may cause interruption to services or the
corruption or loss data. Thus, where a
company requires access to the service for
its business, any delay or inability to access
critical data may result in loss of business,
or cause that organisation to be in breach
of a client contract or Court order requiring
the production or provision of data and/
or information. In such a situation, usually
the supplier accepts no responsibility
whatsoever. The effect of the no-liability
clause may be challenged (see below).
As such, it is advisable to not put
all company data in one place, and
consideration could be had to spreading
information over both cloud services and
in-house servers. Further, a business could
consider only uploading either publically
available, low security risk level (for example
marketing brochures), non-essential or
backed up information.
Competitive advantage – sovereign
nations
In his book “The End of the Free Market:
Who Wins the War Between States and
Corporations?” Ian Bremmer discusses
the growing phenomenon of state
capitalism, in which States dominate local
economies through companies or entities
with significant market share and with
considerable capital available to them. These
State funded companies compete with other
corporations and businesses for market
share .
As discussed, it may be that in certain
instances, cloud services may be accessed by
sovereign nations with a connection either
to the individual or company (the account
holder) or to the provider of the cloud
services, whether it be where that company
is incorporated, located or where it hosts
its services. It may be that the information
stored in the cloud is obtained with or
without the account holder’s knowledge.
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In this era where companies or
individuals compete with State
funded or backed companies one
can anticipate the possibility where
information is effectively obtained by
these competitors. This could include
minutes, strategies (including structural
and marketing), financial, accounting and
taxation, trade secrets and other highly
sensitive and confidential information.
Whilst to some extent these concerns
already may exist in instances where
private servers are located in other
jurisdictions, the involvement of a cloud
computing provider in the storing of data
(and further that they use third parties
in this process) means that the user has
decreased control and that there is an
increased ability for such information to
be accessed without knowledge or with
minimal consultation.

Cloud computing agreements
Most cloud-computing agreements will
be presented as standard-form contracts
and the user will have little chance to
negotiate on terms. Common terms
include allowing the provider to disclose
a user’s data when required by law and
to modify the agreement without notice.
Others include no warranty or liability
on the part of the provider for harm
that might result from the provider’s
negligence or failure to protect the
privacy and security of data, and no
liability for loss of data or business
caused by the provider. The agreement
may also provide that the agreement or
any dispute is subject only to a particular
country’s laws.
Terms stipulating that one country’s
law is to apply may apply to contract
disputes. However, the Australian
Consumer Law (ACL) will apply to
contracts involving an Australian user
regardless of terms purporting to
exclude Australian jurisdiction. As such,
cloud service providers will be subject to
laws concerning misleading or deceptive
conduct and other consumer protection
laws.
July 2012
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Unfair terms in standard form
contracts
Where an individual purchases cloudservices for the purposes of personal,
domestic or household use, the ACL
unfair contract provisions will apply. A
contract term will be unfair where it:
•

causes a significant imbalance in the
parties’ rights and obligations

•

is not reasonably necessary to
protect legitimate interests

•

causes financial or other detriment if
it were relied on.

There may be difficulty in detailing the
detriment to the individual of terms
limiting liability for loss of privacy or
security. Further, the principal remedy
available is a declaration, declaring the
term void, and the contract will continue
to apply if it is capable of operating
without that unfair void term.
These rights do not extend to nonindividuals including companies/
businesses.
Guarantees
Guarantees will apply to cloudcomputing agreements for consumers
using the service for personal, domestic
or household use or consumption,
irrespective of the costs of the agreement.
Where a cloud-computing agreement is
entered into by a corporation or business
for a price of $40,000 or less, consumer
service guarantees under the ACL will
also apply, and regardless of exclusion
clauses.
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Guarantees include the use of due care and
skill, that the service will be fit for purpose
and that the service will be supplied within
a reasonable time. Providers are able to
limit their liability to business consumers
to the cost of performing the service
again or remedying the service, but such
limitations will be subject to an overriding
test of fairness. In the case where a cloudprovider’s negligence, through a lack of
due care and skill, causes corruption of
an organisation’s data which cannot be
remedied and subsequently, a loss of
business, a guarantee may be applied and
compensation may be awarded under the
ACL for the loss suffered.
The difficulty lies in quantifying the loss or
damage arising from downtime, breaches
of privacy and security standards, or from
loss of data due to negligence. Expert
accountants may need to be employed
to evaluate the impact of such acts on a
consumer’s business.

Summary
A level of caution ought to be exercised
by consumers of cloud-services when
selecting their providers. In an ideal world,
organisations could elect to contract on
an individual basis with cloud providers
and form an agreement that reflects the
organisation’s needs. Where this is not
possible, key points to consider include:
•

•

The nature of the relevant information
and whether a high level of privacy and
security protection is required
Whether information will be
transmitted outside Australia
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•

Whether information will be held by
a third party cloud-provider

•

Terms which prohibit the provider
from using the data for any of the
provider’s own purposes, such as
advertising

•

Confidentiality clauses

•

Encryption of data

•

Security against unauthorised
attempts to access by third parties

•

Whether loss of the information
would be critical to the organisation

•

Compensation and indemnification
for loss of or misuse of data, and

•

Clear terms about the handling of
data at termination of the agreement.

An organisation should carefully select the
information which is placed on the cloud
server, evaluating the risks and sensitivity
associated with that information, or
simply choose providers which have the
requisite level of security and privacy to
meet their needs.

For further information contact:
Bill Fragos, Senior Associate
t +61 8 8205 3446
bfragos@piperalderman.com.au
Nicola Caon, Lawyer
t +61 8 8205 3417
ncaon@piperalderman.com.au
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Contracts and subcontracts - getting it right
Lawyer, Nicola Caon, discusses the South Australian Supreme Court decision of
Alstom Ltd v Yokogawa Australia Pty Ltd (No 7), which acts as a reminder that
sound drafting is a necessity for contracts for large infrastructure works. It also
sheds light on the expectations and obligations the Court may impose on a head
contractor in subcontracting out part of the works.
Alstom Ltd v Yokogawa Australia Pty
Ltd (No 7) [2012] SASC 49
Background
Alstom was the head contractor to an
agreement with Flinders Power Partnership
for the refurbishment of the Playford
Power Station in Port Augusta, South
Australia. Yokogawa Australia Pty Ltd was
subcontracted for certain electrical, control
and instrumentation works on the station’s
refurbishment. There were significant
delays to the head contract milestone
dates, for which Alstom incurred loss; it
was required to pay large sums to Flinders
Power after settlement negotiations with
respect to the delays.
Alstom brought proceedings in the
Supreme Court against Yokogawa and
sought to recover damages for loss
caused by various delays to the head
contract, for which it alleged Yokogawa
was responsible. It held that Yokogawa
was also required to meet subcontract
milestone dates. Yokogawa denied liability
and claimed that Alstom had breached
implied obligations to provide information
about the head contract works. The
hearing lasted for 129 sitting days.
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Decision
The Court rejected the majority of Alstom’s
claims.
Turnkey contract
One of the questions to be decided was
whether the subcontract, like the head
contract, was a ‘turnkey’ contract, under
which a contractor is required to design and
achieve specified functional outcomes. The
question turned on whether there were
similar Performance Guarantees and milestone
dates to those in the head contract.
The subcontract consisted of an Attachment,
a Schedule and some “Special Conditions”
which set out the changes to be applied to
the terms of the head contract. The Special
Conditions included:
•

changing the names to reflect the parties
to the subcontract

•

replacing deadlines applicable to the
Contractor under the head contract so
that they would fall due three days earlier
for the Subcontractor, and

•

replacing references to “Works” with
“Electrical and C&I Works”.

The Special Conditions substituted
“ensure” with the phrase “ensure that the
Performance Guarantees in any area which
fall within the Subcontractor works scope
[sic]” in the subcontract. This created the
following, undeterminable phrase:
Subcontractor shall perform the EC&I Works
in accordance with the terms and provision
of this Electrical and C & I Contract and will
ensure that Performance Guarantees in any
area which fall within the Subcontractor works
scope that the Refurbished Facility achieves
the Performance Guarantees.
The Court held that even if the
passage could be rewritten to give
it superficial meaning, it would still
be of no consequence in relation to
the Performance Guarantees. When
rewritten, the passage would refer to the
subcontractor’s “works scope”, which
could only be interpreted by reference
to the works set out in the subcontract,
not the head contract. By attempting to
import a clause from the head contract,
but by failing to consider the impact on the
meaning of this clause in light of additional
provisions, the contract failed to mirror the
head contract.

This drafting technique resulted in a number of
problems for construing the contract.

The Court found that due to the drafting of
the contract, Yokogawa was not under an
obligation to meet any milestone dates.

For example, a provision taken from the
head contract in relation to Performance
Guarantees was held by the Court to be void
for uncertainty when transported into the
subcontract.

The milestone provisions in the head
contract were superimposed and slightly
altered in the subcontract. Yokogawa was
to perform the subcontract works three
days before the head contract milestones.
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This posed logistical difficulties such that
works to be performed by Yokogawa
would occur at illogical and practically
impossible times. Further, steps in
the subcontract works, which could
realistically only be performed once, would
be required to take place on multiple
occasions.
As a result of such difficulties, the Court
read the subcontract down to provide
it with business efficacy. It held that
Yokogawa was not under an obligation
to meet any of its own milestone dates,
but rather, could only be obliged to
carry out the subcontract works so as
to enable Alstom to achieve the head
contract milestone dates. Whatever was
originally intended, Yokogawa’s obligation
was effectively reduced by the Court to
one requiring completion of the electrical
works within a reasonable time.
The superimposing drafting technique led
to difficulties of construction and did not
result in identical contracts. As a result, the
subcontract was held not to be a turnkey
contract. The Court recognised that this
drafting technique may succeed when
competently performed, but held that in
this case such technique led to ambiguity,
inconsistencies, lacunae and grammatical
nonsense.
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and to act in good faith and Yokogawa
with necessary project information which it
reasonably requested.
The Court held that as a result of Alstom’s
failure to notify Yokogawa of important dates
and to provide regular updates, information
regarding site access, Alstom’s critical path
and programming documents in a form
which could be integrated with Yokogawa’s
own plan, Yokogawa was unable to meet its
obligations under the subcontract or request
extensions of time. Yokogawa had apparently
sought such information from Alstom on a
number of occasions, but the information had
been refused.

Implications
The decision highlights that great caution
should be taken when drafting contracts
for major works. Back-to-back drafting
between head contract and subcontracts
may have a substantial effect on the nature of
the subcontract and the parties’ obligations
thereunder.

The Court’s findings demonstrate that
simply importing terms without properly
considering their meaning in light of
additional provisions may alter such terms
so that they no longer mirror the head
contract. Care and scrutiny ought to be
applied when employing this technique to
ensure that all intended obligations flow on
to the subcontract.
In addition it will be important to recognise
that, to the extent possible, information
relating to critical pathways, important
dates and developments in a project ought
to be shared with subcontractors where
they are likely to affect their ability to
perform works. The duties to cooperate
and to not hinder completion of a contract
may well require a party to provide
substantial information about the main
works, and may affect a head contractor’s
ability to recover damages where delay
occurs.
For further information contact:
Nicola Caon, Lawyer
t +61 8 8205 3417
ncaon@piperalderman.com.au

Implied obligations
Another question was the extent of any
obligations on Alstom, as head contractor,
to provide important information to
Yokogawa in respect of the entire project
works.
The Court held that all commercial
contracts contain an implied duty to
cooperate. This requires parties to do
all that is necessary to enable the other
to have the benefit of the contract, and
in Alstom’s case, to provide Yokogawa
with regular updates and electronic copies
of its works program which were able
to be integrated into Yokogawa’s own
program. The Court also recognised
duties on Alstom not to prevent or hinder
Yokogawa’s performance of the contract

www.piperalderman.com.au
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Understanding the licensing requirements for
emissions units
ASIC has recently released Regulatory Guide 236: Do I need an AFS licence to
participate in carbon markets? to help market participants determine whether
they need to obtain an Australian Financial Service Licence to participate
in carbon markets, following the introduction of Australia’s carbon pricing
mechanism on 1 July 2012. Partner, Craig Yeung and Lawyer, Jarrod Wilksch,
examine the new guidance.
From 1 July 2012, various emissions
units recognised under the Clean Energy
Act 2011 and related legislation became
financial products under the Corporations
Act 2001 (Corporations Act). Any entity
that provides financial advice or services
in regulated emissions units will require
an Australian Financial Services Licence
(AFSL) to carry on a financial services
business, unless an exemption applies.
For entities that already hold an AFSL, a
variation may be required.

Transitional registration and
licensing of financial services in
emissions units
ASIC has been accepting applications for
registrations from entities who intend
to provide financial services in relation
to regulated emissions units. Under
transitional arrangements entities had until
30 June 2012 to register their intention
to apply for or vary an existing AFSL in
relation to regulated emissions units.
Registration was an interim step before
obtaining an AFSL or a variation to an
existing AFSL which would allow an entity
to provide financial services in emissions
units from 1 July 2012 to 31 October
2012, without holding an appropriate
licence.
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An entity that relied on registration to
provide financial services from 1 July 2012 is
still required to comply with various financial
services laws that would otherwise apply.
Entities wishing to provide financial services
in regulated emissions units after 31
October 2012, must apply for a new AFSL
or a variation to an existing licence by 31
October.

Activities requiring a licence
Generally an entity that provides financial
services for these types of emissions units,
or an entity planning to commence such
activity will require an AFSL or a variation
to an existing AFSL. For example, an
entity will be providing a financial service
with respect to these emission units, if
they:

From 1 January 2013 it will be an offence
to provide financial services in regulated
emissions units without an AFSL, unless an
exemption applies.

•

provide financial product advice in
relation to the emission units

•

deal in the emission units

Which emissions units are financial
products?

•

make a market for the emission units.

The following emissions units, recognised
under the clean energy legislative
package, are financial products under the
Corporations Act:

An entity will not be required to hold
an AFSL if an exemption applies. While
there are a number of general exemptions
under the finance services laws, the
exemptions that could be relevant to
carbon markets include:

•

•

•

Carbon units issued by the Clean
Energy Regulator under Pt 4.2 of the
Clean Energy Act 2011
Australian carbon credit units
issued by the Clean Energy Regulator
under the Carbon Credits (Carbon
Farming Initiative) Act 2011
Eligible international emissions
units (EIEUs) issued and traded in
international carbon markets that are
recognised under the clean energy
legislative package.
8

Does an exemption apply?

•

dealing in regulated emissions units
on one’s own behalf

•

dealing in derivatives over regulated
emissions units and foreign exchange
contracts in certain specified
circumstances

•

foreign financial services providers.
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Retail client obligations

Representatives of AFSL holders

If an entity intends to provide financial
services in relation to regulated emissions
units to retail clients, there will be
additional obligations in relation to
compensation and dispute resolution.

ASIC has confirmed that financial services
representatives will be able to provide
financial services in regulated emissions units
from 1 July 2012 until 31 December 2012
without the need for an AFSL, provided they
act for either:

From 1 July 2012 compensation
arrangements, consisting of ‘adequate’
professional indemnity (PI) insurance,
or an alternative arrangement that is
specifically approved by ASIC must be
in place. In addition, it must be ensured
that the terms of the PI insurance policy
provide cover for all of the financial
services provided, including those
involving emissions units.
Further, from 1 July 2012, dispute
resolution arrangements must consist
of an internal dispute resolution (IDR)
procedure and membership of an external
dispute resolution (EDR) scheme that will
accept complaints in relation to emission
units.

•

an entity registered with ASIC to
provide those financial services, who
applies no later than 31 October 2012
for a AFSL or variation to an existing
licence, or

•

an AFSL holder authorised to provide
financial services with an appropriate
authorisation for regulated emissions
units.

For further information or information
on applying for or varying an AFSL please
contact a member of the Piper Alderman
corporate team.
For further information contact:
Craig Yeung, Partner
t +61 8 8205 3435
cyeung@piperalderman.com.au
Jarrod Wilksch, Lawyer
t +61 8 8205 3433
jwilksch@piperalderman.com.au
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The New Baker’s Dozen - Australian Privacy
Principles
Significant reforms to the Australian federal privacy legislation are on the horizon.
Partner, Tim Clark and Associate, Cheryl Nemeth, review the proposed changes
and discuss their implementation.
In May 2012, the Federal Government
tabled in Parliament the Privacy Amendment
(Enhancing Privacy Protection) Bill 2012
(Bill). The Bill seeks to implement the first
stage response to the recommendations
of an Australian Law Reform Commission
report into federal privacy laws, published
in 2008. Whilst the Bill makes changes
to credit reporting requirements, privacy
codes and the powers of the Privacy
Commissioner, the single most important
change is creation of a single set of privacy
principles called the Australian Privacy
Principles (APPs).
The APPs are a single set of thirteen
(13) privacy principles covering the
collection, quality, use, storage, security
and disclosure of personal information
for both private sector organisations
and Commonwealth agencies. The APPs
are intended to replace the National
Privacy Principles (NPPs) for private
sector organisations and the Information
Privacy Principles (IPPs) for public sector
organisations currently under the Privacy
Act 1988 (Cth) (Privacy Act).

The APPs cover the following thirteen
principles:
APP 1

Open and transparent management
of personal information

APP 2

Anonymity and pseudonymity

APP 3

Collection of solicited personal 		
information

APP 4

Dealing with unsolicited personal 		
information

APP 5

Notification of the collection of 		
personal information

APP 6

Use or disclosure of personal 		
information

APP 7

Direct marketing

APP 8

Cross-border disclosure of
personal information

APP 9

Adoption, use or disclosure of 		
Government related identifiers

•

a requirement for entities to have
clearly expressed and up-to-date
privacy policies (that is, privacy
policies should be living documents)

•

a requirement for privacy policies
to expressly include details as to
whether personal information is likely
to be disclosed to overseas recipients
and if so, in which countries such
recipients are likely to be located

•

a requirement that the privacy policy
must be made available free of charge

•

an express inclusion of personal
information that it is received by an
entity, even where the entity has
not doing anything to solicit the
information (unsolicited information)
into the protection of the APPs

•

a requirement that any unsolicited
personal information must be
destroyed or otherwise de-identified
if such personal information could
not have otherwise been collected by
the entity directly or is not otherwise
contained in a Commonwealth
record

APP 10 Quality of personal information
APP 11 Security of personal information
APP 12 Access to personal information
APP 13 Correction of personal information
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There are a number of key differences
between the proposed APPs and the
existing NPPs and IPPs. These differences
include:
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•

a general prohibition on direct
marketing, except where:
»» the individual has been given the
opportunity (by simple means) to
effectively opt-out of the direct
marketing communications and has
not elected to do so and
»» either the individual has given
consent or the personal
information was collected from the
individual directly, and would have
reasonably expected their personal
information to have been used for
that purpose or it is impracticable
to obtain consent

•

a right for any individual to require
any organisation using their personal
information for direct marketing to
cease and to disclose the source
of the information used in direct
marketing by the organisation

•

a requirement that organisations
must take all steps, as are reasonable
in the circumstances, to ensure that
any overseas recipients of personal
information do not breach the APPs
and

PA e-Bulletin
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•

a requirement that entities holding
personal information must take steps
to prevent interference with personal
information.

The information above is not exhaustive
and further details of the changes as well
as other changes can be found in the Bill
available at www.aph.gov.au.
Small business operators exempt from
compliance with the NPPs, remain exempt
from compliance with the APPs, but can at
any time elect to opt-in and adopt the APPs.

For further information contact:
Tim Clark, Partner
t +61 8 8665 5511
tclark@piperalderman.com.au
Cheryl Nemeth, Associate
t +61 8 8665 5526
cnemeth@piperalderman.com.au

The Bill has been referred to the House
Standing Committee on Social Policy and
Legal Affairs (24 May 2012) and Senate
Legal and Constitutional Affairs Legislation
Committee (19 June 2012). A report
is expected from the Senate Legal and
Constitutional Affairs Legislation Committee
on 14 August 2012.
The Bill if enacted will make significant
changes to federal privacy legislation in
Australia.
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When are employers responsible for the actions
of their employees?
In light of the recent decision in Blake v JR Perry Nominees Pty Ltd [2012]
VSCA 122, Lawyer, Daniel Coloe and Law Clerk, Jennifer McGarvie, discuss the
circumstances when an employer will be vicariously liable for the actions of their
employee.
In the recent decision of Blake v JR Perry
Nominees Pty Ltd [2012] VSCA 122 the
Victorian Court of Appeal considered
when an employer will be vicariously liable
for their employee’s actions. The majority
held that an employer, whose worker
sustained a back injury after a colleague
played a prank on him, was not vicariously
liable in negligence. The case provides a
useful summary of the authorities in this
area and ultimately finds that an employer
will not be liable for incidents occurring
beyond its reasonable control.
The appellant, Mr Blake, was employed by
the respondent, JR Perry Nominees, as a
truck driver transporting fuel. JR Perry had
a contract to refuel a survey vessel, due to
dock at the Portland wharf, on 16 October
2001. Mr Blake, together with two other
truck drivers, Mr White and Mr Jones,
were instructed to fill their tankers at the
depot, transport it to the wharf and wait
for the vessel to dock.
Mr Blake and his colleagues arrived at the
wharf on the evening of the 15 October.
They had been instructed that the vessel
was scheduled to dock at around 9am the
following morning. However, the arrival of
the vessel was ultimately delayed until the
late afternoon or evening on 16 October.
The drivers were not given any instructions
about what they were to do while waiting
at the wharf, although they were told to
“just be there”.
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At approximately 2pm, Mr Blake and his
colleague Mr White were both standing on
the wharf looking out to sea when suddenly
Mr Jones struck Mr Blake hard to the back of
his knees causing them to give way. Mr Blake
subsequently developed a severe back injury
as a result of the incident. It was contended
by the appellant that Mr Jones’ employer
was vicariously liable for his actions in these
circumstances, as there was a sufficient
connection between Jones’ actions and his
employment.
Before turning to the relevant case law the
Court was first asked to make three factual
findings:
1.

That Mr Jones’ actions were the product
of boredom whilst waiting on the wharf

2.

That Mr Jones’ actions did not constitute
an assault, contrary to criminal law but
rather should be looked at as mere
skylarking of a playful nature

3.

That JR Perry took no disciplinary action
in relation to the behaviour.

In relation to the first contention, the court
held that there was no evidence to draw an
inference that Mr Jones’ actions were not
some playful lark bred of boredom but rather
appeared to be a sharp and calculated attack
upon Mr Blake.
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The court also held that even though
Mr Jones’ actions constituted a prank as
demonstrated by Mr Jones’ immediate
contrition, it was nevertheless a deliberate
and intentional application of force which
produced an injury. Mr Jones’ actions
therefore constituted an assault and
battery at common law and common
assault within the meaning of s23 of the
Summary Offences Act. The court also held
that it did not have enough evidence to
conclude one way or the other whether
disciplinary action was taken.
The court then conducted a detailed
consideration of the relevant case law,
in particular focusing on the decisions of
Deatons Pty Ltd v Flew and State of New
South Wales v Lepore.
In Deatons a barmaid threw a glass at a
patron causing damage to the patron’s eye.
Whilst each judge used different wording
they agreed that the action of the barmaid
was an unlawful and unprovoked act not
connected with the performance of the
employee’s duties and therefore did not fall
within the scope of employment to render
the employer vicariously liable.
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[ p u b l i c a t i o n

n a m e ]

Once again in Lepore the judges each used
different reasoning, with Ffrench v Sestili
summarising the key points of the judgment
as “the fact that the employee had
intentionally engaged in criminal conduct
or other breach of the law may not suffice
to deny vicarious liability. The second
proposition is that the fact that conduct
in which the employee was engaged was
contrary to instructions given by the
employer may not suffice to deny vicarious
liability.”
After considering these cases the Victorian
Court of Appeal in this case concluded that
an employer will be liable for the actions of
an employee committed in the course of
employment where those actions are:
•

expressly authorised by an employer

•

impliedly authorised by an employer

•

done in the supposed furtherance of
the employer’s interests, or
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•

so closely connected with the duties
and responsibilities of an employee as
to be regarded as within the scope of
employment.

It was held that the action of Mr Jones in
hitting Mr Blake did not fall within any of
these four tests. Mr Jones had no express
or implied authority to strike Mr Blake.
Further, it was not done in the course of
furtherance of the employer’s interests
as it put the health and safety of workers
at risk. As to the fourth ground, Mr
Jones’ actions were not sufficiently closely
connected with his employment duties.
Despite the fact that it was common practice
for employees to play games and sports at
the depot while they waited to refuel, which
was permitted by their employer, it was held
that physical violence did not fall within the
scope of Mr Jones’ employment.
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This case neatly summarises the different
tests for vicarious liability set out in
the decisions of Deatons and Lepore in
determining when an employer will be
vicariously liable for the actions of their
employee.
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